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The Scott Practice – Shine Clinical Ltd
DPIA 

Step 1: Identify the need for a DPIA
	Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

	Synopsis
The use of a 3rd Party provider, Shine Clinical Ltd to provide screening and data cleansing services at LHG practice sites in accordance within the scope of an agreed SLA and Data Processing Agreement


Purposes of processing
Contracting with Shine Clinical Ltd provides essential cleansing of our practice data to ensure patients are correctly identified and recalled for long term condition support and allows informed management of practice resources to ensure patient safety.

Aims
The plan is to use Shine Clinical to search for and screen the patient records of patients potentially missing from Quality and Outcomes Frameworks (QOF) registers, and this contractual arrangement is expected to deliver the following key benefits: 
· Ensure practices are continuously meeting the needs of the local population by ensuring they are on the correct QOF register
· Increase in income for practices through the addition of patients on to the QOF register
· Increase in patient safety as patients will be correctly identified and recalled
· Training of admin/coding staff and healthcare professionals to help upskill their knowledge around QOF and prevalence

Background to QOF
The QOF is a voluntary annual reward and incentive programme for all GP Practices in England, detailing practice achievement results. It is not about performance management but resourcing and rewarding good practice. The QOF contains four main components:
1) Clinical 
2) Public Health 
3) Public Health – additional services
4) Quality improvement
The QOF gives an indication of the overall achievement of a Practice through a points system. Practices aim to deliver high quality care across a range of areas for which they score points. The final payment is adjusted to take account or surgery workload, local demographics and the prevalence of chronic conditions in the Practice’s local area.
In summary, the QOF is a system designed to remunerate General Practices for providing good quality care to their patients, and to help fund work to further improve the quality of health care delivered.

Relationships
· The Scott Practice – data controller
· Shine Clinical Ltd – data processor
· Patients – data subjects

Data processed
Dataset 1 - health information for patients (adults and children) registered with The Scott Practice; this includes system codes, demographic data, medications, test results and snomed codes. 
Dataset 2 – health information for patients (adults and children) registered with The Scott Practice; but this is of a larger scope and includes letters, medications, medication requests, test results and discharge notes etc.

Identified need for a DPIA following Screening Tool completion:
	DPIAs are required:

· Where new technologies are used for high-risk data processing activities.
· Large-scale processing of sensitive data.
· When there are systematic and extensive activities that use automated processing to evaluate, analyse or predict behaviour.


	Will the activity involve the collection of new information about individuals?
	No

	Will the activity compel individuals to provide information about themselves?
	No

	Will information about individuals be disclosed to new organisations or people who have not previously had routine access to the information?
	Yes

	Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?
	No

	Does the activity involve you using new technology that might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.
	No

	Will the activity result in you making decisions or taking action against individuals in ways that can have a significant impact on them?
	No

	Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be private.
	Yes

	Will the activity require you to contact individuals in ways that they may find intrusive?
	No

	Answering YES to any of these questions indicates the need to undertake a Privacy Impact Assessment 

	





Step 2: Describe the processing
	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?

	A subset of the practice data [Dataset 1] will be collected using searches within the clinical system for use with resource planning and tracking progress of the screening, this data will then be transferred to Shine Clinical’s systems over HSCN. This data will be stored within Shine Clinical’s UK based datacenter. 
No subcontractors will be given access to the data, it will only be accessible to registered practice staff and Shine Clinical personnel. 
In addition to this practice data [Dataset 2] will be reviewed and modified by updating clinical codes on the patient record within the GP clinical system. All data will be collated, used and stored as per existing Scott Practice procedures.
Shine Clinical will fix any: 
· Unrecognized QOF codes used in the practice
· Episode issues of codes placed on the clinical system
· Incorrect or historic resolved codes that excludes patients from the QOF register (even though patients will still be consuming appointment time and medication for conditions that are ‘resolved’.
Patients will be identified and presented in easily understandable cohorts to the practice so they can understand why the patients should be on their QOF register. This will be provided as part of the Shine Clinical – QOF Patient Finder Programme, with their personnel providing support with the code fixes, as mentioned above.




	Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	The data being processed within [Dataset 1] relates to sensitive personal and health information for those patients (adults and children) registered with The Scott Practice; this includes system codes, demographic data, medications, test results and snomed codes. 
The data being processed within [Dataset 2] also relates to sensitive personal and health information for those patients (adults and children) registered with The Scott Practice but is of a larger scope as is within the practice clinical system; this includes, for example, letters, medications, medication requests, test results and discharge notes etc.
Shine Clinical ltd staff will require full access to patient clinical records and medical histories in order to provide the scope of the services required [1] and ensure patient safety. This will initially be for a one-off project, if we looked to move into a rolling annual contract, we would need to revisit the DPIA.
Since this service relates to the necessary use of patient information to enable the practice to fulfil their legal obligations to their registered patients in providing safe and effective care, this activity is a daily occurrence and data collation and retention processes will remain as per current Scott Practice procedures.
This will affect around 17000 registered patients.
Retention
On termination of the DPA or for any reason or expiry of its term, the Provider will securely delete or destroy or, if directed in writing by the Customer, return and not retain, all or any Personal Data related to the DPA in its possession or control within 14 calendar days of termination.
Patient record data held by The Scott Practice will continue to be retained in accordance with the NHS Records Management Code of Practice 2021. 



	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	Data subjects are patients registered with The Scott Practice and they include adults, vulnerable adults, and children.
The data processing is required for the delivery of direct care, and administrative purposes, for the provision of, treatment, and management of healthcare (GDPR Article 9(2) (h)) for those patients registered with The Scott Practice.  This is to provide those services set out in the contractual scope above.
Patients would expect The Scott Practice to access and use their clinical information to ensure they receive safe and effective care. This process is essential in enabling Scott Practice GPs to fulfil their legal obligations to their registered patients. 
Security
Shine Clinical currently works with NHS commissioners and GP practices to provide screening, clinics and data cleansing services, and has the following essential registrations / accreditations:
· Information Commissioner ICO registration – ZA784762.
· NHS Data Protection & Security Toolkit – Standards Met – 26/06/2025.
· Cyber Essentials Plus – Scope: Whole Organisation – 28/01/2022
· HSCN Connection Agreement – 30/09/2020




	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 

	The scope of the contract and processing with Shine Clinical ltd is set out on the previous page, and is expected to achieve the following key benefits:
· Ensure practices continuously meeting the needs of the local population by ensuring they are on the correct QOF register
· Increase in income for practices through the addition of patients on to the QOF register
· Increase in patient safety as patients will be correctly identified and recalled
· Training of admin/coding staff and healthcare professionals to help upskill their knowledge around QOF and prevalence



Step 3: Consultation process
	Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?

	Consultation has been completed with the following staff:
· Caroline Millions - Data Protection Officer 
· Rose Fells, Scott Practice  Caldicott Guardian
· Shine Clinical – Sales Director
· Shine Clinical – Technical Director
· Shine Clinical – Clinical Director
Patients have not been consulted as the processing is for the delivery of direct care. 


Step 4: Assess necessity and proportionality
	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	Contracting with Shine Clinical Ltd provides essential cleansing of our practice data to ensure patients are correctly identified and recalled for long term condition support and allows informed management of practice resources to ensure patient safety.
The service arrangements with Shine Clinical Ltd are covered in a Data Processing Agreement. These are embedded on Page 1 of this document. These arrangements ensure that no information will be transmitted outside of the EU and that all patient information will be collated, used and stored as per current practioce procedures; this includes processes in place for data quality. 
Legal bases for data processing:
The Scott Practice processes personal data under UK GDPR Article 6(1)(e) ‘public task’.
The Scott Practice processes special category data under UK GDPR Article 9(2)(h) ‘health and social care’.

· Shine Clinical Ltd is a data processor and will be acting upon the instruction of LHG (the data controller). Shine Clinical Ltd processes personal data under contractual arrangements. 


Step 5: Identify and assess risks
	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary. 
	Likelihood of harm
	Severity of harm
	Overall risk 

	Risk of un-authorised disclosure of personal data information.
Controls in place:
· Industry standard information security safeguards in place within The Scott Practice for data processing; including the collation, transmission, sharing, storage, retention and disposal of data.
· Platform and server specific security measures in place.

	3
	3
	9

	Risk that sharing information with a new organisation breaches GDPR legislation and Privacy notice statements.
There is a lawful basis for processing this data in this way:
Shine Ltd not currently publicly listed on our website/media as an organisation who help us manage our data for specific purposes, and under a DPA
	3
	3
	9

	Information is likely to raise privacy concerns or expectations for individuals as it concerns health care records.
	3
	4
	12


Step 6: Identify measures to reduce risk
	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5

	Risk 
	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved

	Risk of un-authorised disclosure of personal data.

	Shine Ltd
Agree contract terms and conditions service specification and data sharing agreement
	Reduction
	3
	

	Risk that sharing information with a new organisation breaches GDPR legislation and Privacy notice statements.

	Process meets the threshold of lawful processing.
Add to list of providers supporting the organisation on Privacy Notice.

	Reduction
	3
	

	Information is likely to raise privacy concerns or expectations for individuals as it concerns health care records
	As above but also:
Secure evidence of
· Information Commissioner ICO registration – ZA784762.
· NHS Data Protection & Security Toolkit – Standards Met 26/06/2025
· Cyber Essentials Plus – Scope: Whole Organisation – 28/01/22
· HSCN Connection Agreement – 30/09/2020

	Reduction
	4
	


Step 7: Sign off and record outcomes
	Item 
	Name/date
	Notes

	Measures approved by:
	Rose Fells
	

	Residual risks approved by:
	Rose Fells
	

	DPO advice provided:
	Yes, see below
	

	Summary of DPO advice: 


MILLION, Caroline (NHS SOUTH YORKSHIRE ICB - 03N)
​FELLS, Rose (THE SCOTT PRACTICE)​
Hi

You need to check that their DSPT is up to date, it is mentioned a couple of times but one says 2021 and the other 2022.

Otherwise looks fine, the key is in the robustness of the data processor contract and ensuring that it is adhered to with regular checks.

Regards
Caroline

Caroline Million
Independent DPO and IG Specialist

email: caroline.million@nhs.net
tel: 07912975522



	Comments:
DSP Toolkit compliance checked online shows latest submission 26/06/2025 – standards met

	This DPIA will kept under review by:
	NA
	The DPO should also review ongoing compliance with DPIA
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This agreement is dated: 

PARTIES 

 

 

		Data Controller (Customer) Details 



		GP Practice Code: {{Practice Code}} 

		Practice  Name: {{Practice Name}} 



		Data Processor (Provider) Details  



		Name: Shine Clinical Ltd 

		Company Number:12737291 



		Organisation Type: NHS Business Partner 

		 



		Registered Office Address: 

15 Queen Square, 

Leeds,  

England,  

LS2 8AJ 





 

 

 

 

 

 

 

 

AGREED TERMS 

1.	Definitions and Interpretation 

The following definitions and rules of interpretation apply in this Agreement. 

1.1	Definitions: 

Agreement means this Data Processing Agreement and all Schedules.

Authorised Persons: the persons or categories of persons that the Customer authorises to give the Provider personal data processing instructions as identified in Annex A. 

Purposes of processing: the services described in Annex A. 

Contracted processor: means a Data Processor (“the Provider”).

Data Subject: an individual who is the subject of Personal Data. 

EEA means the European Economic Area.

EU means European Union.

Data transfer: a transfer of Personal Data.

Personal Data: means any information relating to an identified or identifiable natural person that is processed by the Provider as a result of, or in connection with, the provision of the services under the Master Agreement; an identifiable natural, living person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 

Processing, processes, process: either any activity that involves the use of Personal Data or as the Data Protection Legislation may otherwise define processing, processes or process. It includes any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction (whether or not by automated means), etc. Processing also includes transferring Personal Data to third parties. 

Controller and Processor: as defined in the Data Protection Legislation. 

Data Protection Legislation: the UK Data Protection Legislation and any other European Union legislation relating to personal data and all other legislation and regulatory requirements in force from time to time which apply to a party relating to the use of personal data (including, without limitation, (i) the Data Protection Act 2018 (ii) the UK General Data Protection Regulation (UK GDPR) and (iii) all applicable law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, the common law duty of confidentiality, and the Privacy and Electronic Communications Regulations); [and the guidance and codes of practice issued by the relevant data protection or supervisory authority and applicable to a party]. 

UK Data Protection Legislation: all applicable data protection and privacy legislation in force from time to time in the UK including the General Data Protection Regulation ((EU) 2016/679) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018; the Data Protection Act 2018; the Privacy and Electronic Communications Directive 2002/58/EC (as updated by Directive 2009/136/EC) and the Privacy and Electronic Communications Regulations 2003 (SI 2003/2426) as amended. 

The Parties means the Data Controller and the Data Processor (the Parties to this Agreement).

Personal Data Breach: a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed. 

Service: means all of our web-based applications, tools and platforms that you have subscribed to under an Order Form or that we otherwise make available to you, and are developed, operated, and maintained by us, and any ancillary products and services, including website hosting, that we provide to you. 

Subprocessor means any person appointed by or on behalf of the Contracted Processor to process Personal Data on behalf of the Data Controller in connection with the Agreement.

1.2 The Annexes form part of this Agreement and will have effect as if set out in full in the body of this Agreement. Any reference to this Agreement includes the Annexes. 

1.3	A reference to writing or written includes email. 

1.4	In the case of conflict or ambiguity between: 

(a) any provision contained in the body of this Agreement and any provision contained in the Annexes, the provision in the body of this Agreement will prevail; 

(b) the terms of any accompanying invoice or other documents annexed to this Agreement and any provision contained in the Annexes, the provision contained in the Annexes will prevail. 

2.	Personal data types and processing purposes 

2.1	The Customer and the Provider acknowledge that for the purpose of the Data Protection Legislation, the Customer is the Controller and the Provider is the Processor. 

2.2 The Customer wishes to contract certain Services, which imply the processing of personal data, to the Provider. The Customer shall instruct the Provider to process Personal Data, and the Provider shall not process the Personal Data other than on the documented instructions of the Customer (unless required by law to act without such instructions).

2.3 The Customer retains control of the Personal Data and remains responsible for its compliance obligations under the applicable Data Protection Legislation, including providing any required notices and obtaining any required consents, and for the processing instructions it gives to the Provider. 

2.4 Annex A describes the subject matter, duration, nature and purpose of processing and the Personal Data categories and Data Subject types in respect of which the Provider may process to fulfil the purposes of processing. 

3.	Provider's obligations 

3.1 The Provider will only process the Personal Data to the extent, and in such a manner, as is necessary for the purposes of processing in accordance with Annex A. The Provider will not process the Personal Data for any other purpose or in a way that does not comply with this Agreement or the Data Protection Legislation. The Provider must promptly notify the Customer if, in its opinion, the Customer's instruction would not comply with the Data Protection Legislation. 

3.2 The Provider must promptly comply with any Customer request or instruction from Authorised Persons requiring the Provider to amend, transfer, delete or otherwise process the Personal Data, or to stop, mitigate or remedy any unauthorised processing. 

3.3 The Provider will maintain the confidentiality of all Personal Data and will not disclose Personal Data to third parties unless the Customer or this Agreement specifically authorises the disclosure, or as required by law. If a law, court, regulator or supervisory authority requires the Provider to process or disclose Personal Data, the Provider must first inform the Customer of the legal or regulatory requirement and give the Customer an opportunity to object or challenge the requirement, unless the law prohibits such notice. 

3.4 The Provider will reasonably assist the Customer with meeting the Customer's compliance obligations under the Data Protection Legislation, taking into account the nature of the Provider's processing and the information available to the Provider, including in relation to Data Subject rights, data protection impact assessments and reporting to and consulting with supervisory authorities under the Data Protection Legislation. 

4.	Provider's employees 

4.1	The Provider will ensure that all employees (including any agents or contractors of any (sub)contracted Processor who may have access to the Customer’s Personal Data): 

(a) are informed of the confidential nature of the Personal Data and that they are bound by professional and/or statutory

confidentiality obligations, and use restrictions in respect of the Personal Data; 

(b) have undertaken training on the Data Protection Legislation relating to handling Personal Data and how it applies to their particular duties; and 

(c) are aware both of the Provider's duties and their personal duties and obligations under the Data Protection Legislation and this Agreement;

(d) are only provided with access to the Personal Data on a need to know/access basis that is strictly necessary for the purposes of this Agreement, and to comply with Data Protection Legislation to the extent of the individual’s duties. 

 

5.	Security 

5.1 The Provider must at all times implement appropriate technical and organisational measures against unauthorised or unlawful processing, access, disclosure, copying, modification, storage, reproduction, display or distribution of Personal Data, and against accidental or unlawful loss, destruction, alteration, disclosure or damage of Personal Data including, but not limited to, the security measures set out in Annex B. 

5.2 The Provider must implement such measures to ensure a level of security appropriate to the risk involved, including as appropriate the measures referred to in Article 32(1) of the GDPR: 

(a) the pseudonymisation and encryption of personal data; 

(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; 

(c) the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and 

(d) a process for regularly testing, assessing and evaluating the effectiveness of security measures. 

6.	Personal data breach 

6.1 The Provider will promptly and without undue delay notify the Customer if any Personal Data is lost or destroyed or becomes damaged, corrupted, or unusable. 

6.2	The Provider will without undue delay notify the Customer if it becomes aware of: 

(a)	any accidental, unauthorised or unlawful processing of the Personal Data; or (b)	any Personal Data Breach. 

6.3 Where the Provider becomes aware of (a) and/or (b) above, it shall, without undue delay, also provide the Customer with the following information: 

(a) description of the nature of (a) and/or (b), including the categories and approximate number of both Data Subjects and Personal Data records concerned; 

(b) the likely consequences; and 

(c) description of the measures taken or proposed to be taken to address (a) and/or (b), including measures to mitigate its possible adverse effects. 

6.4 Immediately following any unauthorised or unlawful Personal Data processing or Personal Data Breach, the parties will co-ordinate with each other to investigate the matter. The Provider will reasonably co-operate with the Customer in the Customer's handling of the matter, including: 

(a) assisting with any investigation; 

(b) providing the Customer with physical access to any facilities and operations affected; 

(c) facilitating interviews with the Provider's employees, former employees and others involved in the matter; 

(d) making available all relevant records, logs, files, data reporting and other materials required to comply with all Data Protection Legislation or as otherwise reasonably required by the Customer; and 

(e) taking reasonable and prompt steps to mitigate the effects and to minimise any damage resulting from the Personal Data Breach or unlawful Personal Data processing. 

6.5 The Provider will not inform any third party of any Personal Data Breach without first obtaining the Customer's prior written consent, except when required to do so by law. 

6.6 The Provider will cover all reasonable expenses associated with the performance of the obligations under 6.2 and 6.4 unless the matter arose from the Customer's specific instructions, negligence, wilful default or breach of this Agreement, in which case the Customer will cover all reasonable expenses. 

7.	Cross-border transfers of personal data 

7.1 The Provider (or any subcontractor) must not transfer or otherwise process Personal Data outside the European Union (EU) and/or European Economic Area (EEA) without obtaining the Customer's prior written consent. If Personal Data processed under this Agreement is transferred from a country within the EEA to a country outside the EEA, the Parties shall ensure that the Personal Data are adequately protected. To achieve this, the Parties shall, unless agreed otherwise, rely on EU approved standard contractual clauses for the transfer of personal data.

8.	Subcontractors 

8.1	The Provider may only authorise a third party (subcontractor) to process the Personal Data if: 

(a) the Customer provides prior written consent prior to the appointment of each subcontractor 

OR is provided with an opportunity to object to the appointment of each subcontractor within 14 days after the Provider supplies the Customer with full details regarding such subcontractor; 

(b) the Provider enters into a written contract with the subcontractor that contains terms substantially the same as those set out in this Agreement, in particular, in relation to requiring appropriate technical and organisational data security measures, and, upon the Customer's written request, provides the Customer with copies of such contracts; 

(c) the Provider maintains control over all Personal Data it entrusts to the subcontractor; and 

(d) the subcontractor's contract terminates automatically on termination of this Agreement for any reason. 

8.2 Those subcontractors approved as at the commencement of this Agreement are as set out in Annex A. The Provider must list all approved subcontractors in Annex A and include any subcontractor's name and location and contact information for the person responsible for privacy and data protection compliance. 

8.3 Where the subcontractor fails to fulfil its obligations under such written agreement, the Provider remains fully liable to the Customer for the subcontractor's performance of its agreement obligations. 

8.4 The Parties consider the Provider to control any Personal Data controlled by or in the possession of its subcontractors. 

9.	Complaints, data subject requests and third-party rights 

9.1 The Provider must, at no additional cost, take such technical and organisational measures as may be appropriate, and promptly provide such information to the Customer as the Customer may reasonably require, to enable the Customer to comply with: 

(a) the rights of Data Subjects under the Data Protection Legislation, including subject access rights, the rights to rectify and erase personal data, object to the processing and automated processing of personal data, and restrict the processing of personal data; and 

(b) information or assessment notices served on the Customer by any supervisory authority under the Data Protection Legislation. 

9.2 The Provider will promptly and without delay notify the Customer if it receives any complaint, notice, communication or Data Subject rights request in respect of the Customer’s Personal Data. The Provider shall give the Customer its full co-operation and assistance in responding to any complaint, notice, communication or Data Subject rights request.

9.3 The Provider must not disclose the Personal Data to any Data Subject or to a third party other than at the Customer's documented instruction, as provided for in this Agreement or as required by law to which the Provider is subject, in which case the Provider shall to the extent permitted by Data Protection Legislation inform the Customer of that legal requirement before the Provider responds to the complaint/notice/communication/request. 

9.4 10. Term and termination 

10.1 This Agreement will remain in full force and effect so long as: 

the Provider retains any Personal Data related to the purposes of processing

10.2 If a change in any Data Protection Legislation prevents either party from fulfilling all or part of its this Agreement, the parties will suspend the processing of Personal Data until that processing complies with the new requirements. If the parties are unable to bring the Personal Data processing into compliance with the Data Protection Legislation within 3 months, they may terminate this Agreement on written notice to the other party. 

11.	Data return and destruction 

11.1 At the Customer's request, the Provider will give the Customer a copy of or access to all or part of the Customer's Personal Data in its possession or control in the format and on the media reasonably specified by the Customer. 

11.2 On termination of the this Agreement for any reason or expiry of its term, the Provider will securely delete or destroy or, if directed in writing by the Customer, return and not retain, all or any Personal Data related to this Agreement in its possession or control within 14 calendar days of termination. 

11.3 If any law, regulation, or government or regulatory body requires the Provider to retain any documents or materials that the Provider would otherwise be required to return or destroy, it will notify the Customer in writing of that retention requirement, giving details of the documents or materials that it must retain, the legal basis for retention, and establishing a specific timeline for destruction once the retention requirement ends. 

11.4 The Provider will certify in writing that it has destroyed the Personal Data within 14 calendar days after it completes the destruction. 

12.	Records 

12.1 The Provider will keep detailed, accurate and up-to-date written records regarding any processing of Personal Data it carries out for the Customer, including but not limited to, the access, control and security of the Personal Data, approved subcontractors and affiliates, the processing purposes, categories of processing, any approved transfers of personal data to a third country and related safeguards, and a general description of the technical and organisational security measures referred to in 5.1 (Records). 

12.2 The Provider will ensure that the Records are sufficient to enable the Customer to verify the Provider's compliance with its obligations under this Agreement and the Provider will provide the Customer with copies of the Records upon request. 

13.	Audit 

13.1 The Provider will permit the Customer and its third-party representatives to audit the Provider's compliance with its Agreement obligations, on at least 30 calendar days' notice, during the Term. The Provider will give the Customer and its third-party representatives all necessary assistance to conduct such audits and shall make available on request all information necessary to demonstrate compliance with the Agreement. The assistance may include, but is not limited to: 

(a) physical access to, remote electronic access to, and copies of the Records and any other information held at the Provider's premises or on systems storing Personal Data; 

(b) access to and meetings with any of the Provider's personnel reasonably necessary to provide all explanations and perform the audit effectively; and 

(c) inspection of all Records and the infrastructure, electronic data or systems, facilities, equipment or application software used to store, process or transport Personal Data.

Information and audit rights of the Customer only arise under section 13.1 to the extent that the Agreement does not otherwise give the Customer (or its third-party representatives) information and audit rights meeting the relevant requirements of Data Protection Legislation.

13.2 The notice requirements in 13.1 will not apply if the Customer reasonably believes that a Personal Data Breach occurred or is occurring, or the Provider is in breach of any of its obligations under this Agreement or any Data Protection Legislation. 

13.3 If a Personal Data Breach occurs or is occurring, or the Provider becomes aware of a breach of any of its obligations under this Agreement or any Data Protection Legislation, the Provider will: 

(a) promptly, conduct its own audit to determine the cause; 

(b) produce a written report that includes detailed plans to remedy any deficiencies identified by the audit; 

(c) provide the Customer with a copy of the written audit report; and (d)	remedy any deficiencies identified by the audit within 14 calendar days. 

13.4 At least once a year, the Provider will conduct site audits of its Personal Data processing practices and the information technology and information security controls for all facilities and systems used in complying with its obligations under this Agreement, including, but not limited to, obtaining a network-level vulnerability assessment performed by a recognised third-party audit firm based on recognised industry best practices. 

14.	Warranties 

14.1	The Provider warrants and represents that: 

(a) its employees, subcontractors, agents and any other person or persons accessing Personal Data on its behalf are reliable and trustworthy and have received the required training on the Data Protection Legislation relating to the Personal Data; 

(b) it and anyone operating on its behalf will process the Personal Data in compliance with the Data Protection Legislation and other laws, enactments, regulations, orders, standards and other similar instruments; 

(c) it has no reason to believe that the Data Protection Legislation prevents it from providing any of the Business purposes services; and 

(d) considering the current technology environment and implementation costs, it will take appropriate technical and organisational measures to prevent the unauthorised or unlawful processing of Personal Data and the accidental loss or destruction of, or damage to, Personal Data, and ensure a level of security appropriate to: 

(i) the harm that might result from such unauthorised or unlawful processing or 

accidental loss, destruction or damage;

(ii) the nature of the Personal Data protected; and 

(iii) comply with all applicable Data Protection Legislation and its information and security policies, including the security measures required in 5.1 

14.2 The Customer warrants and represents that the Provider's expected use of the Personal Data for the Business Purposes and as specifically instructed by the Customer will comply with the Data Protection Legislation. 























15.	Notice 

15.1 Any notice given to a party under or in connection with this Agreement must be in writing and delivered to: 

    For the Customer:  

    For the Provider: 



16. 	Confidentiality

Each Party must keep this Agreement and information it receives about the other Party and its business in connection with this Agreement confidential (“Confidential Information) and must not use or disclose that Confidential Information without the prior consent of the other Party except to the extent that:



i disclosure is required by law;

ii the relevant information is already in the public domain.





17.	Governing Law and Jurisdiction



17.1 	This Agreement is governed by the laws of the United Kingdom.



17.2 	Any dispute arising in connection with this Agreement, which the Parties will not be able to resolve amicably, will be submitted to the exclusive jurisdiction of the courts of the Untied Kingdom, subject to possible appeal.



This agreement has been entered into on the date stated at the beginning of it. 

		Signed by  	 for and on behalf of {{Practice Name}} 	 

		 



		

		Practice Manager / GP 

 



		Signed by 	 for and on behalf of SHINE CLINICAL LTD 	 

		



		

		Director 





	















ANNEX A

	Personal Data processing purposes and details 

Subject matter of processing:  

Patient healthcare records contained within the practice clinical systems 

Duration of processing:  

Data will be processed until termination or expiration of your Service in accordance with the procedures and timeframes set out in 11.2 and 11.4. 

Nature of Processing:  

The stratification and extraction of the data to the Provider systems and the subsequent review and modification of the data on the practice system where authorised by a practice clinician using our systems. 

Purpose of the processing: 

The addition of patients missing from the relevant QOF registers, leading to increases in QOF income and ensuring that patients receive the appropriate support for those with their conditions. 

Personal Data Categories: 

The data to be accessed via the practice clinical system will include any information relevant to the service being undertaken. This will include the patient's demographic details, clinical history, diagnoses, procedures, investigations, encounters, medications and allergies.  

Data Subject Types: 

Consenting patients of the practice Authorised Persons:  

Shine Clinical Clinicians and Shine Clinical Technicians Approved Subcontractors: 

None 





	ANNEX B	Security measures 

The Provider has an Information Security Management System (ISMS) in place which takes into account our security objectives and the risks and mitigations concerning all the interested parties. We employ strict policies and procedures encompassing the security, availability, processing, integrity, and confidentiality of customer data.  

All our employees have undertaken training on the Data Protection Legislation relating to handling Personal Data and all access to our system is logged and monitored to identify any anomalies. 

All customer data is encrypted in transit following NHS Digital guidelines using Transport Layer Security (TLS 1.2/1.3) encryption with strong ciphers. Sensitive customer data at rest is encrypted using 256-bit Advanced Encryption Standard (AES), with data encryption keys stored in different servers with limited access. We run incremental backups everyday and weekly full backups of our databases; the data is encrypted using AES-256 bit algorithm. Our systems are audited both internally and annually by third-party security experts to ensure data security. 
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