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Please complete all questions with as much detail as possible (liaising with partners/third parties) and then contact the IG Team prior to seeking approval.

System/Project General Details and Screening Questions

	System/project/process (referred to thereafter as ‘project’) title:
	
Eclipse Live

	Objective:
	To enable Eclipse Live software across all Doncaster GP practices  

	Detail: Outline the purpose of the project, the types of information to be used and how this information will be processed
	· Draws uploads from GP systems overnight
· Stores anonymised data on eclipse
· Allows medicines management to get live prescribing data.
· Allows feedback on dangerous interactions
· Patient Safety.


It is intended with the practices permission that Eclipse Live will be used as a risk stratification tool to identify patients that are.
· On a combination of drugs that are likely to result in an adverse event
· That are on drugs that require regular monitoring, but are not being monitored appropriately
· Identify patients with a long-term condition that are not receiving treatment in accordance with NICE guidelines
· Identify patients with a long-term condition that are not being monitored appropriately 





	Stakeholders/Relationships/Partners:
Please outline the nature of such relationships and the corresponding roles of other organisations.
	
NHS South Yorkshire Doncaster Locality. GP practices Doncaster locality 

	Other related projects:
	

	Project lead:
	Name: 
	Charlotte McMurray

	
	Title:
	

	
	Department:
	Medicines Optimisation Team

	
	Telephone:
	

	
	Email
	charlotte.mcmurray@nhs.net

	Information Asset Owner (if applicable):
All information systems/assets must have an Information Asset Owner (IAO). IAO’s should normally be a Head of Department/Service.
	Name: 
	Charlotte McMurray

	
	Title:
	Chief Pharmacist


	
	Department:
	Medicines Optimisation Team

	
	Telephone:
	

	
	Email
	charlotte.mcmurray@nhs.net

	Information Asset Administrator (if applicable):
Information systems/assets may have an Information Asset Administrator (IAA) who reports the IAO. IAA’s are normally System Managers/Project Leads.
	Name: 
	Karen Jennison

	
	Title:
	Senior Medicines Optimisation Technician

	
	Department:
	Medicines Optimisation Team

	
	Telephone:
	

	
	Email
	karen.jennison@nhs.net



Marking any of the following questions is an indication that a full DPIA is required. This is not an exhaustive list therefore in the event of uncertainty, completion of a full DPIA is recommended:

	Screening Questions
	Tick

	1
	Will the project involve the processing of identifiable or potentially identifiable data (including pseudonymised data) about individuals?
	☒
	2
	Will the processing introduce or make use of a new platform not currently in use?
	☒
	3
	Will the project compel individuals to provide data about themselves or involve the processing of personal data not obtained directly from the individual?
i.e. where they will have little awareness or choice or where it is impossible, or would involve disproportionate effort, to inform the individuals that the processing is taking place
	☒
	4
	Will identifiable data about individuals be shared with other organisations or people who have not previously had routine access to the data?
	☐
	5
	Are you using data about individuals for a purpose it is not currently used for or in a new way?
i.e. using data collected to provide care for evaluation/analysis 
	☐
	6
	Will the processing include any data matching e.g. the combining, comparing or linking of personal data obtained from multiple sources?
	☐
	7
	Will there be processing of any of the following:
health data, genetic data, data concerning sex life, data revealing racial or ethnic origin, biometric data, genetic data, data revealing political opinions, religious or philosophical beliefs, trade union membership, criminal records 
	☒
	8
	Will the project require you to contact individuals in ways which they may find intrusive?
i.e. telephoning or emailing them without their prior consent.
	☐
	9
	Will the project result in you making decisions, based to any extent on automated decision-making, which could have a significant impact on individuals?
i.e. decisions about an individual’s access to a product, or service, opportunity or benefit
	☐
	10
	Does the project involve you using new technology which might be perceived as being privacy intrusive?
i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)
	☐
	11
	Are you using a Data Processor/third party supplier or is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract
	☐
	12
	Will the project involve systematic monitoring of a publicly accessible area on a large scale?
i.e. use of CCTV
	☐
	13
	Will the project involve the targeting of children or other vulnerable individuals?
i.e. for marketing purposes, profiling or other automated decision making
	☐


	Full DPIA required?
	Yes  ☒                             No ☐



If a full DPIA is indicated – please complete the rest of the DPIA and submit it in full to the IG Team for review.

If a full DPIA is NOT indicated, please extract this section and submit to the IG Team for review.

Please retain a copy of this questionnaire within your project/system documentation.



Section 1: Data Protection Impact Assessment Key Questions

	
	Question
	Response

	Data Items

	1. 
	Will the project use identifiable or potentially identifiable data in any way?
If answered ‘No’ then a DPIA is not normally suggested.
	☒ Yes	☐ No

If yes, who will this data relate to:
☒ Patient
☐ Staff
☐ Other (please state): 


	1. 
	Why would it not be possible to undertake this project without personal data? 


	The data will list patient numbers that have a certain condition or on certain drugs. GP practice staff will have access to the actual patient details. The NHS South Yorkshire Doncaster Place Medicine Management Team will in agreement with the practice have access to the data if necessary, to affect improvements in patient care. The Medicine Management Team consists of clinical staff namely Pharmacists and Pharmacy Technicians. 

	1. 
	Please tick the data items that are required 

Personal 
Special categories  
 of personal data 
(sensitive data)
	

 ☒ Name 	 ☒ Address
 ☒ Post Code	 ☒ Date of Birth
 ☒ GP Practice	 ☐ Date of Death
 ☒ NHS Number	 ☐ NI Number
 ☐ Passport Number	 ☒ Pseudonymised Data
 ☐ Online Identifiers (e.g. IP Number, Mobile Device ID)

☒ Health Data	☐ Trade Union membership
☐ Political opinions	☐ Religion
☐ Racial or Ethnic Origin	☐ Sex life and sexual orientation
☐ Biometric Data	☐ Genetic Data
  


☐ Criminal convictions or offences
☐ Other: 

	1. 
	Is the data selected in Q3 the minimum amount of personal data that is necessary?






	 ☒ Yes                                      ☐ No

	1. 
	How will the data be kept up to date and checked for accuracy and completeness?






	The data is live data that is uploaded from GP practices onto the Eclipse Live Server. The Medicine Management Team will have access at all times to the data to undertake analysis.

PSL have devised an algorithm that identifies when the extracted data set falls outside of expected parameters. Irregularities are highlighted through the presence of unexpected elements i.e. the size of the data set, number of data lines, number of drugs, blood pressure readings. Where the data has characteristics which could be deemed as outliers, the extraction would not be accepted by the system and this would trigger manually scrutiny.

	Contracts, Third Party Suppliers and Data Processors

	1. 
	Will a third party be involved? 
Is the ICB contracting with a third party to deliver a commissioned service, engaging with a Data Processor or procuring a new system/digital health technology?

	☒ Yes	☐ No

If yes, please select:
 ☐  Contract to deliver a commissioned service
 ☒  Data Processor for the ICB
 ☒  New system supplier
 ☒   Digital Health Technology (e.g. Apps) – please ensure the supplier completes the NHSx Digital Technology Assessment Criteria and submit the form with this DPIA




If no, please go to the Confidentiality section. 

	1. 
	Is the third party registered with the Information Commissioner?
	☒ Yes	☐ No

Organisation: Prescribing Services Ltd (PSL)
Data Protection Registration Number: Z2536678

	1. 
	Has the third party supplier completed and published a satisfactory Data Security and Protection Toolkit?


	☒ Yes	☐ No

If no, please state circumstances:




	1. 
	Does the third party supplier have appropriate certification?
	 ☒ Yes                                   ☐   No
 ☐ Not applicable


If yes, please select:
 ☒ ISO/IEC 27001:2013 – certificate number 1412892
 ☒ Cyber Essentials (CE)
 ☐ Cyber Essentials Plus (CE+)

	1. 
	Does the third party supplier contract(s) include all the necessary Information Governance clauses regarding Data Protection and Freedom of Information?
Speak to the IG Team for assistance
	☒ Yes	☐ No

Is the contract based on or utilise the NHS standard contract?
☒ Yes	☐ No

Is there a Data Processing Contract in place?
 ☒ Yes                               ☐  No
 ☐ Not applicable

	1. 
	Has a Data Processor/Third Party Supplier Assurance checklist been completed?
See Appendix D - To be completed by the Data Processor/third party system supplier
	☐ Yes                                 ☒  No
☐  Not applicable

DTAC has been completed

	1. 
	Will other third parties (not already identified) have access to the data? 
Include any external organisations.




	☐ Yes	☒ No

If so, for what purpose?


Please list organisations and by what means of transfer:


	Lawful Basis and Confidentiality

	1. 
	Please outline how individuals will be informed and kept informed about how their data will be processed.
A copy of the privacy notice and/or leaflets must be provided.
	Practice Privacy Notice

	1. 
	Does the project involve the collection of data that may be unclear or intrusive?
Are all data items clearly defined? Is the data collected limited to a specific set of predefined categories?
	☐ Yes	☒ No

If yes, please explain:


	1. 
	What legal basis under UKGDPR enables this data processing?
For more information about conditions for processing, please see the ICO’s UKGDPR website.
	Personal data (identifiers and potentially identifiable data):
☒ Exercise of official authority or public interest: 
☐ Contract with the Data Subject: 
☐ Legal obligation: 
☐ Vital interests: 
☐ Consent
☐ Other: 

Special categories of personal data (sensitive data), if applicable (see Q3):
☒ Health or social care: 
☐ Public Health: 
☐ Employment, social security and social protection law 
☐ Vital interests and subject incapable of consenting 
☐ Already made public by data subject: 
☐ Legal proceedings: 
☐ Substantial public interest: 
☐ Explicit Consent
☐ Other: 

	1. 
	If you are relying on individuals (patients/staff) explicit consent under Q15 to process personal identifiable or special category data:
Please provide copies of any consent documentation that will be used, including patient information leaflets
	How will consent be obtained and by whom?
N/A

Will the consent cover all proposed processing and sharing/disclosures?
☐ Yes	☐ No

If no, please detail:


	1. 
	Are any of the data bound by a duty of confidentiality (in accordance with the Common Law Duty of Confidentiality)?
	☒ Yes	☐ No

If yes – please specify: Health information

	1. 
	Where it is planned to process confidential data, what are the grounds for doing so?
	☒ Consent (reasonable expectation – e.g. in the delivery of direct care)
☐ Overriding public interest (e.g. safeguarding) - Please specify:
☐ Legal duty or permissive power (e.g. s251 support) - Please specify:

	1. 
	What arrangements are in place to process Subject Access Requests?
What would happen if such a request were made?
	The PSL systems and architecture allows personal
data to be extracted / printed and provided to data
subject on request. End users can view, add notes to an alert, or an action plan connected to a priority patient. All this
activity is retained within the system and can be retrieved for the purposes of providing copies to data subjects.

The system provides an audit trail of extractions
and reports such that these can also form part of a
subject access request response as well.

	1. 
	Will the processing of data be automated?
Will the proposed processing of data involved automated means of processing to determine an outcome for the individual?




	☒ Yes	☐ No
☐ Not applicable

PSL products and services create an aggregated version of data, pulled from the Controller systems and stored by Prescribing Services and then presented to the Controller customer for use. This effectively sorts patients into particular categories for risk or health management purposes to allow the Controller customer to make decisions about suitable
interventions or healthcare management decisions. There is clearly profiling taking place that results in a decision that will affect the care options available to the individual.

The patient, in this case, is subject to care decisions made as a result automated profiling into specific patient groups or the automated identification of risk factors.

In this case, there does not appear to be an impact on the legal rights of the individual nor any significant negative effect for those having decisions made about them. Where a
clinician has identified risk and feel an intervention or care option is appropriate, the individual being profiled is likely to benefit from any decisions made. Additionally, the data
subject retains choice and control about whether to take options provided to them such as referral to a third-party healthcare provider.

Since the processing does not fully match the definition, it is asserted that the Controller may proceed with processing without the additional restrictions under Article 22 and ensuring that information rights and transparency requirements are observed.


	1. 
	What process is in place to ensure that other data subject rights (such as rectification/objection) can be appropriately applied? What would happen if such a request were made?
	The PSL systems and architecture allows personal data to be amended / access restricted and provides an audit trail of such amendments.

Since patients largely do not have a direct relationship with PSL and PSL would be unable to identify a particular individual, it is anticipated that these rights would be actioned by the healthcare provider at source.
Where an Eclipse user identifies an inaccuracy at source and adds a read code or alters basic demographics, this will automatically be included in the Eclipse data extraction. For example, the GP adds a new allergy to the record because the patient has flagged it. The next extraction performed by Eclipse will include that information and this will be available to other users.







	Engagement

	1. 
	Has stakeholder engagement taken place?







	☐ Yes	☒ No

If yes, how have any issues identified by stakeholders been considered?

The processing will rely on GP Practices signing up to the Data Processing Contract with PSL. Engagement with Practices will therefore take place once the system has been assured via the governance process.

If no, please outline any plans in the near future to seek stakeholder feedback:

	Data Sharing

	1. 
	Does the project involve any new data sharing between stakeholder organisations? 









Is this use or disclosure of data in scope for the national data opt- out to be applied? 
Contact your IG lead if you need more information about this



	☒ Yes	☐ No

If yes, please describe:

The data is live data that is uploaded from GP practices onto the Eclipse Live Server. The Medicine Management Team will have access at all times to the data to undertake analysis.

Please provide a high-level data flow diagram showing how identifiable information would flow.


☐ Yes	☒ No


	Data Linkage

	1. 
	Does the project involve linkage of personal data with data in other collections, or significant change in data linkages?
The degree of concern is higher where data is transferred out of its original context (e.g. the sharing and merging of datasets can allow for a collection of a much wider set of information than needed and identifiers might be collected/linked which prevents personal data being kept anonymously)

	☐ Yes	☒ No

If yes, please provide a data flow diagram showing how identifiable information would flow and ensure this is added to the Information Asset and Data Flow Register (see Information Assets and Data Flows section).

	Information Security

	1. 
	Who will have access to the data within the project?
Please refer to roles/job titles/organisations.

	Members of NHS South Yorkshire Doncaster locality medicines management team and practice staff

	1. 
	Is there a useable audit trail in place for the project? 
For example, to identify who has accessed a record?
	☒ Yes	☐ No
☐ Not applicable

If yes, please outline the audit plan: 

The following assurances have been sought and obtained;
• All systems / software enables and supports investigations for any reason (e.g. inappropriate access or cyber security incident)
• The system / software allows identification of any changes which have been made to clinical or administrative data, Patient/Service User data. This includes identifying
what changes were made, by what user and at what time.
• The systems provide completed auditing:
· Username (Where logged in)
· Time of event
· Activity undertaken
· IP address of action
· Duration of activity
• The systems allow monitoring of whether access controls are working as intended. Administrators may audit the movements of all staff, so it is possible to check that they are not accessing areas which they shouldn’t be or seeing things or doing things they shouldn’t be.
• System audit trail includes updates, backups, any maintenance activities or reference data changes.
• For successful login audit data includes User ID, date and time (hh:mm:ss)
• For unsuccessful login audit data includes number of attempts, Date and time, Access point (if available), User ID (if available)
• The Password Change audit data includes User ID, User whose password was changed, Date and time, end-user device (or Solution) identification information

	1. 
	Where will the data be kept/stored/accessed?
Where applicable, please refer to data flow diagram.

	The data is live data that is uploaded from GP practices onto the Eclipse Live Server within the UK. The Medicine Management Team will have access at all times to the data to undertake analysis with Practice permission.


	1. 
	Please indicate all methods in which data will be transferred
	☐ Fax	☐ Email (Unsecure/Personal)
☐ Email (Secure/nhs.net)	☐ Internet (unsecure – e.g. http)
☐ Telephone	☒ Internet (secure – e.g. https)
☐ By hand	☐ Courier
☐ Post – track/traceable	☐ Post – normal
☒ Software	☐ Mobile app
☐ Other: 

	1. 
	Does the project involve privacy enhancing technologies?
Encryption, two factor authentication and/or pseudonymisation.

	☒ Yes	☒ No

If yes, please give details: 

GP Data is extracted with nationally identified sensitive read codes removed (as specified by ISB1572). This creates datasets containing only de-identified data used for data analysis. This data is fully encrypted to allow secure transmission of data to our high security data centre using AES 256bit encryption. NHS number is replaced by an Eclipse identifier when held in Eclipse server.

Upon landing in the PSL hosting facilities, a numeric identifier (Eclipse Identifier) is created for each patient. Data is summarised and stored for use with web-based applications.
This pseudonymised primary care data, with only internal practice identifier, is now held in NHSD certified, tested, approved data centre in disused nuclear bunker.
A ‘Little Gemini’ data set (Patient File, Practice Code, Patient reference / MiQuest Number, NHS Number) is created from primary care system reporting tools, MiQuest and EMIS Population manager. File is encrypted using AES-256bit encryption.
Transmitted as data directly from practice using Eclipse website hosted within the HSCN network using TLS1.1, 1.2 secure socket connections.
Upon landing in the PSL hosting facilities, the practice Code and patient reference in the Little Gemini data set are used to find the Eclipse Identifier for each patient within the dataset. The Eclipse identifier along with the encrypted (AES 256) patient identifiable information are transmitted over a secure encrypted tunnel to the Trusted 3rd Party server hosted within the HSCN network at a local hospital

[image: Advice and guidance]

	1. 
	Is there a documented System Level Security Policy (SLSP) for this project?
A SLSP is required for new systems – this is likely to need to be completed by the supplier.

	☐ Yes	☒ No
☐ Not applicable

If yes, please provide a copy.


	1. 
	What plans are in place in relation to the internal reporting of a personal data breach?
	Included in Data Processing Contract that PSL will notify Practices/Doncaster Place of any incidents within 24 hours of becoming aware.

	Privacy and Electronic Communications Regulations

	1. 
	Will the project involve the sending of unsolicited marketing messages electronically such as telephone, fax, email and text?
Please note that seeking to influence an individual is considered to be marketing.




	☐ Yes	☒ No

If yes, what communications will be sent?


Will consent be sought prior to this?
☐ Yes	☒ No

If no, please explain why consent is not being sought first:


	Records Management

	1. 
	What are the specific retention periods for this data? 
Please refer to the Records Management Code of Practice for Health and Social Care 2016 and list the retention period for identifiable project datasets.

	Identifiable information remains within Practice systems so as per standard Care records.

	1. 
	Will the data be securely destroyed when it is no longer required?

	☒ Yes	☐ No

If no, please detail:  

	1. 
	Where personal data are processed outside of SYICB’s premises or systems, how will they be securely returned to the ICB for the remainder of the retention period when necessary (e.g. following closure of the project/end of contract)

	N/A

	Information Assets and Data Flows

	1. 
	Has an Information Asset Owner been identified and does the Information Asset and Data Flow Register require updating?
Information Asset form and Dataflow template can be obtained from IG.
	☐ Yes	☐ No
If yes, include the completed Information Asset Form.

Does this project constitute a change to existing Information Asset(s) 
☐ Yes	☐ No

If yes, include the amended Information Asset form and Data Flow risk assessment for risk review.








	Business Continuity

	1. 
	Have the business continuity requirements been considered?
How will the personal data be restored in a timely manner in the event of a physical or technical incident?





	☐ Yes	☐ No
☒ Business Continuity is not applicable

Please explain and either reference how such plans link with the organisational plan or why there are no business continuity considerations that are applicable for this project: 

	Open Data

	1. 
	Will identifiable/potentially identifiable from the project be released as Open Data (placed into the public domain)?

	☐ Yes	☒ No

If yes, please describe: 

	Data Processing Outside of the UK

	1. 
	Will any personal and/or special category data be transferred to a country outside the UK?


	☐ Yes	☒ No

If yes, which data and to which country?
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Section 2: Data Protection Impact Assessment Information Governance Review 


	Information Governance Review (for completion by IG)
	Response (for completion by project lead)

	Issue
	Potential Risk
	Recommendation
	Agreed Action
	Completion (Date and Initials)

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	



For completion by IG:
	Risk
	Likelihood
	Consequence
	Controls Reducing Likelihood and Severity
	Effect on Risk
	Residual Risk
	Measure approved

	1
	Data Integrity – accuracy of the algorithms leading to alerts – patients do not have their medicine utilisation optimised
	Unlikely
	Minor
	Irregularities are highlighted through the presence of unexpected elements i.e. the size of the data set, number of data lines, number of drugs, blood pressure readings. Where the data has characteristics which could be deemed as outliers, the extraction would not be accepted by the system and this would trigger manually scrutiny.
	Reduced
	Rare/Minor
	Yes




IG review completed by: Head of IG			Review date:			
Date complete and risk assessed: 			Consultation with ICO required?	No



Section 3: Review and Approval

Assessment completed by

	Name:
	Charlotte McMurray

	Title:
	Chief Pharmacist

	Date:
	01/02/2024




Data Protection Officer Approval

	Name:
	Caroline Million

	Title:
	DPO

	DPO advice:
DPO should advise on compliance, risks identified and whether processing can proceed.
If accepting any residual high risk, consult the ICO before going ahead
	Processing can proceed – queries raised and all answered satisfactorily

MILLION, Caroline (NHS SOUTH YORKSHIRE ICB - 03N)


To:​FELLS, Rose (THE SCOTT PRACTICE)​
Thu 2/22/2024 14:46
Hi Rose

I have reviewed this several times now across the patch and can confirm there are no issues with it. 

Regards
Caroline

Sent from my iPhone


	Approved
	☒
	Date:
	22.2.2024



The DPO should also review ongoing compliance with DPIA

SIRO/Caldicott Guardian Approval

	
Name:
	Rose Fells

	Title:
	Managing Partner

	DPO advice accepted or overruled:
If overruled, you must explain your reasons
	DPO advise accepted

	Approved:
	☒
	Date:
	23.2.2024




	This DPIA will be kept under review by:
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The assessment criteria is made up of five core components. Sections A and B will provide the assessors the context required to understand your product and support your evidence. The core assessment criteria is defined in section C1-C4. Section D details the key Usability and Accessibility principles required. Further frequently asked questions are available at the end of the document.

The core criteria in Section C will determine the overall success of the assessment of your product or service. The accompanying score provided from Section D will show the level of adherence to the NHS Service Standard. 
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Information about your organisation and contact details. 





		Code

		Question

		Options



		A1

		Provide the name of your company

		Prescribing Services Ltd



		A2

		Provide the name of your product

		Advice and Guidance (Eclipse Live)



		A3

		Provide the type of product

		Software as a Service (SaaS) – Clinical Support Service



		A4

		Provide the name and job title of the individual who will be the key contact at your organisation

		Steven Platt. IT Director



		A5

		Provide the key contact's email address

		steven.platt@nhs.net



		A6

		Provide the key contact's phone number

		07949 525529



		A7

		Provide the registered address of your company

		Norfolk Clinical Park, Buxton, Norwich, Norfolk, England, NR10 5RH



		A8

		In which country is your organisation registered?

		England



		A9

		If you have a Companies House registration in the UK please provide your number

		05913240



		A10

		If applicable, when was your last assessment from the Care Quality Commission (CQC)? 

		Not applicable



		A11



		If applicable, provide your latest CQC report. 

		N/A
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Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology. This criteria will not be scored but will provide the context of the product undergoing assessment. 


Where possible, please provide details relating to the specific technology and not generally to your organisation.	





		Code

		Question

		Options

		Supporting information



		B1



		Who is this product intended to be used for?

		Clinical Support

		Advice and Guidance (Eclipse Live) is a centrally assured and GPIT Framework funded NHS Digital service that has three functions:

1. The provision of a centralised database to enable NHS organisations to evaluate their compliance with best practice guidelines.

2. RADAR, a centralised set of best practice prescribing criteria enabling Practices to gain insight, education and prompts to review patients at potential risk from overdue monitoring needs.

3. Diabetes Complete, a centralised tracking interface identifying compliance with National Guidelines for Diabetes Best Practice.





		B2



		Provide a clear description of what the product is designed to do and of how it is expected to be used

		The Advice and Guidance (Eclipse Live) service allows busy GP Practices to operate in the assurance that their patients are continually being provided with central assured risk stratification. Each week at risk patients are identified allowing rapid intervention reducing admissions and complications. Further advice can be securely obtained from remote specialists if needed reducing the need for referrals and delays in implementation of treatment. 



		This question is a context question and therefore a high-level summary is required.



		B3

		Describe clearly the intended or proven benefits for users and confirm if / how the benefits have been validated



		To date over 2400 GP Practices are utilising this system. Evaluated Practices are found to have a reduction of 5% in their emergency admission rates following the introduction of this system. (www.eclipsesolutions.org/impactassessment). The service has completed both GPSoC Lot 1 and GPIT F Lot 1 full assurance.

		This question is a context question and therefore a high-level summary is required. 



If your product has had an evaluation or undergone clinical trials include this information.







		B4



		Please attach one or more user journeys which were used in the development of this product



Where possible please also provide your data flows

		Provided – supporting doc B4



		This question is a context question, and it is expected that existing documentation will be provided. 



GOV.UK provides guidance on how to make a user journey map and what should be included. 



Data flows enable the assessor to understand how data moves through a product. This may be included within a Data Protection Impact Assessment. If this is the case, please provide as a separate attachment for ease of review.
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C. Technical questions - Assessed sections

[bookmark: _Toc64972229][bookmark: _Toc69743466]C1 - Clinical safety 

Establishing that your product is clinically safe to use. 


You must provide responses and documentation relating to the specific technology product that is subject to assessment.



The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why DCB0129 does not apply. 



The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and organisations should ensure that this is the case when assessing this section of the DTAC.



If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem with a medicine or medical device - GOV.UK (www.gov.uk). 
















		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C1.1

		Have you undertaken Clinical Risk Management activities for this product which comply with DCB0129?

		Yes 

		The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT system is defined as ‘“product used to provide electronic information for health and social care purposes”.

		To pass, the developer is required to confirm that they have undertaken Clinical Risk Management activities in compliance with DCB0129.







		C1.1.1

















		Please detail your clinical risk management system





		Provided

		DCB0129 sets out the activities that must and should be undertaken for health IT systems.



An example clinical risk management system template can be downloaded from the NHS Digital website. 

		To pass, the developer is required to evidence that a clinical risk management system is in place and that it is compliant with the requirements set out in DCB0129.


This should include:

· The clinical risk management governance arrangements that are in place 

· The clinical risk management activities

· Clinical safety competence and training 

· Audits













		C1.1.2



























































































































		Please supply your Clinical Safety Case Report and Hazard Log

		Provided

		Specifically, your DTAC submission should include:



· A summary of the product and its intended use 

· A summary of clinical risk management activities 

· A summary of hazards identified which you have been unable to mitigate to as low as it is reasonably practicable 

· The clear identification of hazards which will require user or commissioner action to reach acceptable mitigation (for example, training and business process change)


It should not include the hazard log in the body of the document - this should be supplied separately.  



Example Clinical Safety Case Report and Hazard Log templates can be downloaded from the NHS Digital website. 





		To pass, the developer is required to submit the Clinical Safety Case Report and Hazard Log that is compliant with the requirements set out in DCB0129. This should be commensurate with the scale and clinical functionality of the product and address the clinical risk management activities specified with the standard. 



The Clinical Safety Case Report should present the arguments and supporting evidence that provides a compelling, comprehensible and valid case that a system is safe for a given application in a given environment at the defined point in the products lifecycle. It should provide the reader with a summary of all the relevant knowledge that has been acquired relating to the clinical risks associated with the product at that point in the life cycle:



· A clear and concise record of the process that has been applied to determine the clinical safety of the product

· A summary of the outcomes of the assessment procedures applied

· A clear listing of any residual clinical risks that have been identified and the related operational constraints and limitations that are applicable

· A clear listing of any hazards and associated clinical risks that have been transferred, together with any declared risk control measures, that are to be addressed as part of the clinical risk management process in the organisation where the product is being deployed

· A listing of outstanding test issues / defects associated with the product which may have a clinical safety impact.



The Hazard Log should record and communicate the on-going identification and resolution of hazards associated with the product. All foreseeable hazards should be identified, and the risk of such hazards should be reduced to acceptable levels.



A summary should also be provided to the assessor of identified hazards that the developer has been unable to mitigate to as low as it is reasonably practicable. It should also clearly identify the hazards which will require user or commissioner action to reach acceptable mitigation.













		C1.2



		Please provide the name of your Clinical Safety Officer (CSO), their profession and registration details

		Dr Julian Brown

GP, Senior Partner, Litcham Health Centre



GMC: 4124971  

		The CSO must:


· Be a suitably qualified and experienced clinician

· Hold a current registration with an appropriate professional body relevant to their training and experience

· Be knowledgeable in risk management and its application to clinical domains

· Be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to Health IT

· Have completed appropriate training



The work of the CSO can be undertaken by an outsourced third party.





















		To pass, the developer must have a named CSO which can be through an outsourced arrangement.



They must be a suitably qualified and experienced clinician and hold a current registration with an appropriate professional body relevant to their training and experience. 







		C1.3



		If your product falls within the UK Medical Devices Regulations 2002, is it registered with the Medicines and Healthcare products Regulatory Agency (MHRA)?

		Not applicable

		If this question is not applicable, because your product does not fall within the UK Medical Devices Regulations 2002, continue to question C1.4. 



If No, but the product falls within the UK Medical Devices Regulations 2002, continue to question C.1.3.2.



The MHRA provides guidance on medical devices to place them on the market in Great Britain and Northern Ireland, regulatory requirements for all medical devices to be placed on the UK market, conformity assessment and the UK Conformity Assessed (UKCA) mark, classification of stand-alone medical device software (including apps) and how to tell if your product falls within the UK Medical Devices Regulations 2002. 

		To pass, if the product falls within the UK Medical Device Regulations 2002 and is required to be registered with the MHRA, the product must have a valid registration.



It is currently possible that products do fall within the UK Medical Devices Regulations 2002 but are not yet required to be registered with the MHRA.



		C1.3.1

		If yes, please provide your MHRA registration number

		N/A

		

		To pass, the registration number must be valid.















		C1.3.2

		If the UK Medical Device Regulations 2002 are applicable, please provide your Declaration of Conformity and, if applicable, certificate of conformity issued by a Notified Body / UK Approved Body 

		Provided | No evidence available

		Medical device manufacturers must ensure that their device complies with the relevant Essential Requirements of the legislation and draw up a Declaration of Conformity to declare this.



Class I devices with a measuring function and devices in Class IIa, IIb and III must undergo conformity assessment from an EU Notified Body or UK Approved Body which has been designated for medical devices, and be issued a certificate of conformity (commonly referred to as a “CE certificate” or “UKCA certificate”).

		To pass, valid documentation appropriate to the risk classification of the device must be provided. 





		C1.4

		Do you use or connect to any third-party products? 

		No 

		If no, continue to section C2.


DCB0129 contains the requirements in relation to third party products.

		



		C1.4.1

		If yes, please attach relevant Clinical Risk Management documentation and conformity certificate

		Provided | No evidence available

		



		To pass, a valid conformity certificate must be provided. The Clinical Risk Management documentation must meet the requirements detailed in question C1.1. 
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Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.

This section applies to the majority of digital health technology products however there may be some products that do not process any NHS held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should authorise this data protection section being omitted from the assessment.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C2.1

		If you are required to register with the Information Commissioner, please attach evidence of a current registration.

If you are not required to register, please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Provided





		There are some instances where organisations are not required to register with the Information Commissioner. This includes where no personal information is being processed.  



The Information Commissioner has a registration self-assessment tool to support this decision making.



ICO. Data Protection Register

Organisation Name: Prescribing Services Ltd

Registration Reference: Z2536678

Date Registered: 04 February 2011

Registration Expires: 03 February 2023



















		To pass, the developer is required to submit evidence that they have a current registration with the Information Commissioner. This can be validated against the Information Commissioner's Register of Fee Payers.



Alternatively, if the developer confirms they are not registered with the Information Commissioner because they are not required to do so, then a self-assessment from the Information Commissioner’s self-assessment tool should be attached which aligns to the product.















		C2.2

		Do you have a nominated Data Protection Officer (DPO)?

		Yes 

		Not all organisations are required to have a Data Protection Officer (DPO). This is determined by the type of organisation and core activities. The most common reason for organisations providing digital health technologies to have a DPO is due to the core activities involving processing health data (being a special category).



The Information Commissioner has a self-assessment tool to determine whether you must appoint a DPO.

		



























		C2.2.1

























		If you are required to have a nominated Data Protection Officer, please provide their name.



If you are not required to have a DPO please attach a completed self-assessment showing the outcome from the Information Commissioner and your responses which support this determination.

		Provided

		Emma Cooper, Kafico Ltd

		To pass, the developer is required to confirm they have a DPO in place where this is mandated. Where a DPO one is in place if it is not required by the Information Commissioner then this will also constitute a pass.



Alternatively, if the developer confirms they do not have a DPO because they are not required to do so, then a self-assessment from the Information Commissioners self-assessment tool should be attached which confirms this and aligns to the product.  



		C2.3

		Does your product have access to any personally identifiable data or NHS held patient data?

		Yes 

		The UK General Data Protection Regulation (GDPR) applies to the processing of personal data. 



If no, continue to question C2.4

		



		C2.3.1

		Please confirm you are compliant (having standards met or exceeded status) with the annual Data Security and Protection Toolkit Assessment.  



If you have not completed the current year's assessment and the deadline has not yet passed, please confirm that you intend to complete this ahead of the deadline and that there are no material changes from your previous years submission that would affect your compliance. 







		Confirmed 

		The Data Security and Protection Toolkit allows organisations to measure performance against the National Data Guardian’s 10 data security standards. 



Data Security and Protection Toolkit

Organisation Name: Prescribing Services Ltd

Organisation Type: Commercial Third Party

Organisation Code: 8HX18

Date Published: 21/06/2021

		To pass, the developer must confirm that they are compliant with the Data Security and Protection Toolkit Assessment. This should be validated against the Data Security and Protection Toolkit database and achieve Standards Met or Exceeded status.



Dependent on the date of the assessment versus the opening of the annual assessment period, it may be that a developer has not yet completed the toolkit. The developer is asked to confirm that they will complete the assessment and that they will maintain their compliance versus the previous year. 



		C2.3.2

		Please attach the Data Protection Impact Assessment (DPIA) relating to the product.

		Provided 

		DPIA’s are a key part of the accountability obligations under the UK GDPR, and when done properly help organisations assess and demonstrate how they comply with data protection obligations.



The Information Commissioner has provided guidance on how to complete a DPIA and a sample DPIA template.







		To pass, the developer must provide a DPIA that is compliant with the requirements set out under the General Data Protection Regulations. It should ensure that risks to the rights and freedoms of natural persons are managed to an acceptable level.



The DPIA should: 


· Establish the context; taking into account the nature, scope, context and purposes and processing and the sources of the risk

· Assess the risks; considering the particular likelihood and severity of high risks

· Treat the risks; through mitigation and ensuring the protection of personal data and demonstrating compliance with the GDPR



It should include:


· A description of the envisaged processing operations and the purposes of the processing

· An assessment of the necessity and proportionality of the processing

· An assessment of the risks to the rights and freedoms of data subjects

· The measures envisaged to address the risks and to demonstrate compliance with the GDPR



		C2.4

		Please confirm your risk assessments and mitigations / access controls / system level security policies have been signed-off by your Data Protection Officer (if one is in place) or an accountable officer where exempt in question C2.2. 

		Confirm 

		



		To pass, the developer must confirm that their Data Protection Officer or accountable officer has signed-off the risk assessments and mitigations / access controls and system level security policies.



		C2.5

		Please confirm where you store and process data (including any third-party products your product uses)

		UK only

		Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.  



 



























		Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK.



Please note: It is a contractual requirement under the new GP IT Futures (GPITF) framework as it was in the GP System of Choice (GPSoC) framework, to host all data in England.



















		C2.5.1

		If you process store or process data outside of the UK, please name the country and set out how the arrangements are compliant with current legislation

		N/A

		From 1 January 2021, the UK GDPR applies in the UK in place of the “EU GDPR’. The UK GDPR will carry across much of the existing EU GDPR legislation. The Department for Digital, Culture, Media & Sport has published two Keeling Schedules which show the changes to the Data Protection Act 2019 and EU GDPR.





The Information Commissioner has published guidance on international data transfers after the UK exit from the EU Implementation Period.































		Individual organisations within the Health and Social Care system are accountable for the risk-based decisions that they must take.



Due consideration should be taken where data is processed outside of the UK and should only be hosted within the European Economic Area (EEA) or a country deemed as adequate by the European Commission.



To pass, the developer must demonstrate that the country in which data is processed or stored is compliant with current legislation or the organisation's policy (should this differ).
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Establishing that your product meets industry best practice security standards and that the product is stable. 



Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for problem identification and resolution, incident management and response planning and disaster recovery.



Please provide details relating to the specific technology and not generally to your organisation.





		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C3.1



		Please attach your Cyber Essentials Certificate

		Provided

		Cyber Essentials helps organisations guard against the most common cyber threats. 



The National Cyber Security Centre (NCSC) have published cyber security guidance for small to medium enterprises (SME’s).





		To pass, developers must have a valid Cyber Essentials certificate. Certification lasts for a period of 12 months so the certificate should be within date. This should be validated against the IASME database. 



NHS organisations are required to have Cyber Essentials in place (and is now incorporated into the NHS Digital Data Security and Protection Toolkit (DSPT) for NHS Trusts and Foundation Trusts in 2021-22 assessments) and to mitigate risk within the supply chain, suppliers should hold Cyber Essentials.











		C3.2 



		Please provide the summary report of an external penetration test of the product that included Open Web Application Security Project (OWASP) Top 10 vulnerabilities from within the previous 12-month period.





		Provided 





		The NCSC provides guidance on penetration testing. The OWASP Foundation provides guidance on the OWASP top 10 vulnerabilities. 







		To pass, the developer must evidence that the product has undergone an external penetration test that included the OWASP top 10 vulnerabilities.



The penetration testing / summary report must demonstrate there are no vulnerabilities that score 7.0 or above using the Common Vulnerability Scoring System (CVSS).



		C3.3

		Please confirm whether all custom code had a security review.

		Yes - Internal code review

		The NCSC provides guidance on producing clean and maintainable code. 

		To pass, the developer must confirm that an internal or an external custom code security review has been undertaken. An external review is preferable; however an internal code review would meet the baseline requirement.



		C3.4

		Please confirm whether all privileged accounts have appropriate Multi-Factor Authentication (MFA)?













		Yes 

		The NCSC provides guidance on Multi-Factor Authentication. 

		To pass, the developer must confirm yes that all privileged accounts have MFA.



		C3.5

		Please confirm whether logging and reporting requirements have been clearly defined.

		Yes

		The NCSC provides guidance on logging and protective monitoring.



To confirm yes to this question, logging (e.g., audit trails of all access) must be in place. It is acknowledged that not all developers will have advanced audit capabilities.

		To pass, the developer must confirm yes that logging and reporting requirements have been clearly defined.  







		C3.6



		Please confirm whether the product has been load tested

		Yes

		Load testing should be performed. 

		To pass, the developer must confirm yes that load testing has been performed.
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Establishing how well your product exchanges data with other systems.  



To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms of hardware, software and the data contained within. For example, it is important that data from a patient’s ambulatory blood glucose monitor can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate technologies.



Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining the standards to develop upfront.



This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used within the NHS and social care and direction of travel.  



Please provide details relating to the specific technology and not generally to your organisation. 

















		Code

		Question

		Options

		Supporting information

		Scoring criteria



		C4.1

		Does your product expose any Application Programme Interfaces (API) or integration channels for other consumers?

































		No

		The NHS website developer portal provides guidance on APIs and the NHS. 



Government Digital Services provide guidance on Open API best practice. 

































		To pass, developers must demonstrate that they have API’s that are relevant to the use case for the product, follow Government Digital Services Open API Best Practice, are documented and freely available and that third parties have reasonable access to connect. 



APIs should adopt generally accepted standards of data interoperability for the NHS or social care dependent on the use case for the product.



If the product does not have API’s and there is a legitimate rationale for this considering the use case of the product then the buyer can accept this rationale.

















		C4.1.1

		If yes, please provide detail and evidence:

· The API’s (e.g., what they connect to) set out the healthcare standards of data interoperability e.g., Health Level Seven International (HL7) / Fast Healthcare Interoperability Resources (FHIR)

· Confirm that they follow Government Digital Services Open API Best Practice

· Confirm they are documented and freely available

· Third parties have reasonable access to connect


If no, please set out why your product does not have APIs. 







		Free text

		

		



		C4.2

		Do you use NHS number to identify patient record data?

		No because product does not identify patient record data

		NHS Digital provides guidance on NHS Login for partners and developers. 

		To pass, developers should confirm that if a product uses an NHS number to identify a patient record, that it uses NHS Login. 
NHS Digital provides a list of all current digital health and social care services that integrate with NHS Login. 



If a product does not use NHS Login to establish a verified NHS number, then a legitimate rationale should be set out and the security and appropriateness of the methodology should be considered.



		C4.2.1

		If yes, please confirm whether it uses NHS Login to establish a user’s verified NHS number.  



If no, please set out the rationale, how your product established NHS number and the associated security measures in place.

		Free text

		

		



		C4.3























		Does your product have the capability for read/write operations with electronic health records (EHRs) using industry standards for secure interoperability (e.g. OAuth 2.0, TLS 1.2)







		No because the product does not read/ write into EHRs

		

		To pass, developers should confirm that the product has the capability to read/write into EHRs using industry standards for secure interoperability.



If a product does not use industry standards, then a legitimate rationale should be set out and the security, usability and appropriateness of the methodology should be considered.



		C4.3.1

		If yes, please detail the standard







		Free text

		

		



		C4.3.2

		If no, please state the reasons and mitigations, methodology and security measures. 

		Free text

		

		



		C4.4

		Is your product a wearable or device, or does it integrate with them?

		No

		If no, continue to section D.

		To pass, the developer must evidence compliance with ISO/IEEE 10073



		C4.4.1













		If yes, provide evidence of how it complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards.





		Provided | No evidence available 



		Access the ISO Standard. This is a paid-for document. 
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D. Key principles for success 



The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight areas that the organisation could improve on with regards to following the core principles. 



This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in Section C. 
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Establishing that your product has followed best practice.  



Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example clinical safety.





		Code

		Question

		Options

		Supporting information

		Weighted score

		Scoring criteria





		D1.1

		Understand users and their needs in context of health and social care



Do you engage users in the development of the product?





		Yes

		NHS Service Standard Point 1 





		10%

		Developers should be awarded 10% if they demonstrate that user need has been taken in account through user research, search data, analytics or other data to understand the problem.  






The submission should confirm that the developer has considered, and tested user needs with appropriate stakeholders (stakeholders will differ depending on the product) and that as the product continues to iterate user engagement has continued.



If the developer selects working towards it and/or can only partially evidence the requirement, for example user need has only partially been considered or it is not considered on an ongoing basis they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that user need has been considered, they should be awarded 0%. 





























		D1.1.1

		If yes or working towards it, how frequently do you consider user needs in your product development and what methods do you use to engage users and understand their needs?

		We are a clinical lead organisation with a practicing GP and wider NHS clinician team informing our product development cycle.  Regular quarterly reviews are implemented, and these are supplemented by external user feedback and participation groups. All development utilises the AGILE methodology. This development methodology forms part of our NHSD Lot 1 supplier assurance.

		

		

		



		D1.2

		Work towards solving a whole problem for users 



Are all key user journeys mapped to ensure that the whole user problem is solved, or it is clear to users how it fits into their pathway or journey?



		Yes 

		NHS Service Standard Point 2 and Point 3 are often dealt with by teams together.







		10%

		Developers should be awarded 10% if they attach supporting information showing that the product solves a whole user problem or that it is clear to users how it fits into their pathway or journey.



If the developer selects working towards it and can provide evidence that goes some way to explaining how the whole user problem is solved or only partially explains how the product fits a user journey, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows the user journey or how the product fits into the pathway or journeys, they should be awarded 0%.



























		D1.2.1

		If yes or working towards it, please attach the user journeys and/or how the product fits into a user pathway or journey





		The Advice and Guidance (Eclipse Live) clinical support service enables GP Practice Teams (users) to identify patients within defined ‘at risk’ scenario’s which are aligned to national best practices. The system offers tips and prompts to complete a patient review alongside targeted essential information.  This enables the ‘user’ to solve the whole problem in an efficient manner whilst they retain clinical responsibility.

		

		

		



		D1.3

		Make the service simple to use



Do you undertake user acceptance testing to validate usability of the system?

		Yes 

		NHS Service Standard Point 4





		10%

		Developers should be awarded 10% if they attach supporting information showing user acceptance testing to validate usability of the product.



If the developer selects working towards it and can provide evidence that goes some way to demonstrate that user acceptance testing is being used to validate usability of the system, they should be awarded 5%.



If the developer selects no to this question or cannot provide evidence that shows user acceptance testing to validate usability of the system, they should be awarded 0%.



		D1.3.1

		If yes or working towards it, please attach information that demonstrates that user acceptance testing is in place to validate usability. 









		Provided

		

		

		



		D1.4

		Make sure everyone can use the service 



Are you international Web Content Accessibility Guidelines (WCAG) 2.1 level AA compliant?

		 Working towards it

		NHS Service Standard Point 5  



The Service Manual provides information on WCAG 2.1 level AA. 









The Government Digital Service provides guidance on accessibility and accessibility statements, including a sample template. 

		20%

		Developers should be awarded 20% for WCAG 2.1 level AA compliance.



Developers should be awarded 5% for working towards it.



If the developer selects no to this question, they should be awarded 0%.











		D1.4.1

		Provide a link to your published accessibility statement. 

		https://www.prescribingservices.org/accessibility-statement 

		

		10%

		Developers should be awarded 10% for a published accessibility statement that includes the information below:



· Whether the website or app is ‘fully’, ‘partially’ or ‘not’ compliant with accessibility standards

· If it is not fully compliant, which parts do not currently meet accessibility standards and why

· How people can get alternatives to content that is not accessible to them

· How to contact you to report accessibility problems and a link to the website that they can use if they are not happy with your response



If an accessibility statement is not included or it does not contain the required information listed above the developer should be awarded 0%.



		D1.5

		Create a team that includes multi-disciplinary skills and perspectives



Does your team contain multidisciplinary skills?

		Yes 

		NHS Service Standard Point 6 

		2.5%

		Developers should be awarded 2.5% for confirming they have a multi-disciplinary team.  



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.6

		Use agile ways of working


Do you use agile ways of working to deliver your product?

		Yes 

		NHS Service Standard Point 7 

		2.5%

		Developers should be awarded 2.5 % if they confirm they use agile ways of working.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.7

		Iterate and improve frequently



Do you continuously develop your product?

		Yes 

		NHS Service Standard Point 8

		5%

		Developers should be awarded 5% if they confirm they continually develop their product.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.8

		Define what success looks like and be open about how your service is performing



Do you have a benefits case that includes your objectives and the benefits you will be measuring and have metrics that you are tracking?

		Yes 

		NHS Service Standard Point 10

		10%

		Developers should be awarded 10% for confirming that the benefit case includes objectives and metrics that can be tracked.



If the developer selects working towards it or no to this question, they should be awarded 0%.















		D1.9

		Choose the right tools and technology


Does this product meet with NHS Cloud First Strategy?

		Yes 

		NHS Service Standard Point 11



NHS Internet First Policy. 











		5%

		Developers should be awarded 5% for confirming the product meets cloud first and / or internet first.



If the developer selects working towards it or no to this question, they should be awarded 0%.



		D1.9.1

		Does this product meet the NHS Internet First Policy?

		Yes 

		

		

		



		D1.10

		Use and contribute to open standards, common components and patterns


Are common components and patterns in use?

		Yes 

		NHS Service Standard Point 13

		5%

		Developers should be awarded 5% for confirming common components and patterns are used.



If the developer selects working towards it or no to this question, they should be awarded 0%.























		D1.10.1

		If yes, which common components and patterns have been used?



		Buttons

Checkboxes

Date Input

Error Message

Error Summary

Hint text

Radios

Select

Text input

Text Area

Expander
Images

Table

Summary list

Table

Action link

Back link

BreadcrumbsFooter

Header

Pagination

		

		

		



		D1.11

		Operate a reliable service


Do you provide a Service Level Agreement to all customers purchasing the product?



		Yes 

		NHS Service Standard Point 14 

		10%

		Developers should be awarded 10% offering a service level agreement, reporting on performance and having an uptime of 99.9% or above.



If the developer does not provide a service level agreement and / or reporting on performance, they should be awarded but has an uptime of 99.9% or above they should be awarded 5%.



If the developer has an uptime of 99% or above, they should be awarded 2.5%.



If the developer has an uptime of less than 99%, they should be awarded 0%.



		D1.12

		Do you report to customers on your performance with respect to support, system performance (response times) and availability (uptime) at a frequency required by your customers?

		Yes 

		

		

		



		D1.12.1

		Please attach a copy of the information provided to customers

		Provided

		

		

		



		D1.12.2

		Please provide your average service availability for the past 12 months, as a percentage to two decimal places





		99.98%
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Supporting documentation



Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the date of submission. 



Possible documents to be provided are: 

· A11 - CQC Report

· B4 - User journeys and data flows

· C1.1.1 - Clinical Risk Management System

· C1.1.2 - Clinical Safety Case Report

· C1.1.2 - Hazard Log 

· C1.3.2 - UK Medical Device Regulations 2002 Declaration of Conformity and if applicable Certificate of Conformity   

· C1.4.1 - Clinical Risk Management documentation and Conformity certificate for third party suppliers

· C2.1 - Information Commissioner's registration or completed Self-assessment Outcome Tool

· C2.2.1 Completed Information Commissioner’s Self-Assessment Outcome Tool 

· C2.3.2 - Data Protection Impact Assessment (DPIA) 

· C3.1 - Cyber Essentials Certification

· C3.2 - External Penetration Test Summary Report

· C4.4.1 - If a wearable, evidence of how the product complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards

· D1.2.1 - User Journeys and/or how the product fits into a user pathway or journey 

· D1.3.1 - Supporting information showing user acceptance testing to validate usability 

· D1.13.2 - Customer Performance Report
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Advice and Guidance (Eclipse Live) employs pseudonymisation to protect data both in
transit and at rest. This is demonstrated below;
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